Sablona pro ohlasovani pripada poruseni zabezpeéeni osobnich adajti
dozorovému Uradu

III DOPLNUJICI INFORMACE K PORUSENI ZABEZPECNI

K vyplnéni a sdileni s dozorovym tiFfadem ve Ihiité 4 tydnii od okamziku, kdy se subjekt o poruseni

zabezpeceni dozvi.

II1.1 Datum/cas ukonceni nasledkl Gtoku

II1.2 Kolik osobnich datovych soubori bylo vyuzivanych/dotéenych/ukradenych?

II1.3 Byly subjekty Gdajii obeznameny s porusenim zabezpeceni?

D Ano D Ne

III.4 Kolik subjektti adaji bylo obeznameno?

III.5 Odhadovana financni ztrata
Cena obeznameni

Finan¢ni Skoda

II1.6 Jaka opatieni byla podniknuta nebo planovana ke zmirnéni pravdépodobnosti
budouciho poruseni zabezpeceni?

EI Posileni bezpecnostnich opatfeni a predevsim:
|:| Audit a prepracovani procesu sbéru dat
] Audit a prepracovani procesu zpracovani dat
|:| Audit a prehodnoceni ,zpracovatele" (Ize-li aplikovat)
] Sifrovani data at rest

El Zadna opatfeni nebyla pfijata

Jiné

Although all the information used in this template was taken carefully from reliable sources,
Insurance Europe does not accept any responsibility (including, without limitation, any
liability arising from fault or negligence) for the accuracy or the comprehensiveness of the
information given. The information provided does not constitute financial, legal or tax advice.

Recipients of this template should consider the appropriateness of the information given
having regard to their own objectives, financial and tax situation and needs, and seek
financial, legal and tax advice as relevant to their jurisdiction. In no event shall Insurance
Europe be liable for any loss or damage (including, without limitation, costs, expenses, tax
exposure or loss of business or loss of profits) arising from the use of or reliance on this
template, or otherwise in connection with this publication or its contents.



II1.7 Jste si védomi pFicCiny poruseni zabezpeceni?

] Skodlivy Gtok
EI Interni EI Externi
El Nehoda (chyba v systému)
| Nedbalost (lidské pochybeni)
I Jind

II1.8 Je-li znama, jaka byla motivace k poruseni zabezpeceni, jednalo-Ili se o skodlivy
utok?

II1.9 Je-li znam, jaky skodlivy software byl pouzit v pripadé skodlivého Gtoku?

Utok prostrednika
Malware

Ransomware

SQL Injection Attack
Cross-site scripting (XSS)
Denial of Service (DoS)
Session hijacking

Credential reuse

Ooooogood

Jiny
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